LINGESHWAR KULAL
Cyber Security Analyst — VAPT — Cloud Security

Pune, Maharashtra — 491 7378360634 — lingeshwarkulall06@gmail.com
LinkedIn — GitHub — TryHackMe

Professional Summary

Cyber Security Analyst with hands-on experience in Vulnerability Assessment and Penetration Testing (VAPT), web application
security, network security, cloud security, security monitoring, and incident response. Skilled in Burp Suite, Nmap, Wireshark,
Kali Linux, AWS TAM, Amazon CloudWatch, and AWS CloudTrail. Experienced in identifying vulnerabilities, analyzing security
events, reviewing access controls, preparing vulnerability assessment reports, and supporting secure cloud and web environments.

Technical Skills

Cyber Security: Vulnerability Assessment, Penetration Testing (VAPT), OWASP Top 10, Web Application Security, Security
Monitoring, Incident Response

Security Tools: Burp Suite, Nmap, Wireshark, Kali Linux
Network Security: TCP/IP, DNS, DHCP, VPN, VLAN, Firewall Fundamentals

Cloud Security: AWS TAM, Multi-Factor Authentication (MFA), Least Privilege Access, Cloud Monitoring, Security Best
Practices

Cloud Technologies: Amazon EC2, Amazon S3, Amazon VPC, Amazon CloudWatch, AWS CloudTrail
Operating Systems: Linux, Windows
Scripting: Python (Basic), Bash (Basic)

Web / Infrastructure: Nginx, Skudonet

Professional Experience

Cloud Security Engineer March 2026 — Present
Bluella Pvt Ltd Gurugram

e Performed security assessments on cloud and web environments to identify vulnerabilities and security misconfigurations.
e Conducted web application security testing based on OWASP Top 10 using Burp Suite.

e Monitored AWS resources using Amazon CloudWatch and reviewed AWS CloudTrail logs for security-related user activities
and configuration changes.

e Reviewed AWS TAM users, groups, roles, policies, and permissions to improve access security and support Least Privilege
principles.

e Used Nmap and Wireshark during network discovery, traffic analysis, and security assessments.

e Identified security issues and shared remediation recommendations with the security team.

e Created basic Python scripts to automate routine security tasks.

e Supported secure cloud and web application environments using AWS TAM, Nginx, and Skudonet.

Security Analyst July 2025 — February 2026
SYSAP Technologies Pune

e Performed Vulnerability Assessment and Penetration Testing (VAPT) on web applications and network environments.
e Conducted network scanning and security assessments using Nmap and Wireshark.

e Tested web applications using Burp Suite and OWASP Top 10 security methodologies.

e Assisted in security monitoring and incident response activities.

e Identified vulnerabilities and prepared vulnerability assessment reports with security recommendations.

e Supported overall system and network security activities.

Cybersecurity Projects
Web Application VAPT Lab Burp Suite, Nmap, Kali Linux

e Performed reconnaissance, network scanning, and web application security testing in authorized cybersecurity lab environ-
ments.

e Practiced identifying common web application vulnerabilities based on OWASP Top 10 concepts.

e Used Burp Suite and Nmap during vulnerability assessment and security testing activities.
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AWS TAM Security Review AWS IAM

e Reviewed TAM users, groups, roles, and permissions to identify unnecessary or excessive access.
e Applied Least Privilege principles while reviewing access permissions.
e Configured IAM policies for secure access and enabled Multi-Factor Authentication (MFA) for user accounts.

AWS Security Monitoring and Log Analysis CloudWatch, CloudTrail

e Monitored AWS resources using Amazon CloudWatch.
e Reviewed AWS CloudTrail logs to track user activities and configuration changes.

e Identified unusual login attempts and configuration changes and created basic monitoring alerts.

Certifications

o Certified Ethical Hacker (CEH v13)

e Cisco Networking Basics

TryHackMe — Advent of Cyber 2025

e Deloitte Australia — Cyber Job Simulation

Tata Group — Cybersecurity Analyst Job Simulation

Education

Master of Computer Applications (MCA)
Trinity Academy of Engineering, Pune

Bachelor of Science (Electronics)
Ragjaram College, Kolhapur

Achievements

e Completed 24 days of TryHackMe Advent of Cyber 2025, gaining hands-on exposure to offensive and defensive cybersecurity
challenges.

e Strengthened practical knowledge in network security, web security, threat detection, incident response, and cloud security
through hands-on cybersecurity labs.
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